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Welcome

Thank you for using our Smart Professional Surveillance System (SmartPSS)!
This user’s manual is designed to be a reference tool for operation of your system.
Here you can find detailed operation information about SmartPSS.
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Cybersecurity Recommendations

Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords

The number one reason systems get “hacked” is due to having weak or default passwords. It is

recommended to change default passwords immediately and choose a strong password

whenever possible. A strong password should be made up of at least 8 characters and a

combination of special characters, numbers, and upper and lower case letters.

2. Update Firmware

As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP

camera firmware up-to-date to ensure the system is current with the latest security patches and

fixes.

“Nice to have” recommendations to improve your network security

1. Change Passwords Regularly

Regularly change the credentials to your devices to help ensure that only authorized users are

able to access the system.

2. Enable IP Filter

Enabling your IP filter will prevent everyone, except those with specified IP addresses, from

accessing the system.

3. Forward Only Ports You Need

® Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of
numbers to the device. Do not DMZ the device's IP address.

® You do not need to forward any ports for individual cameras if they are all connected to a
recorder on site; just the NVR is needed.

4. Disable Auto-Login on SmartPSS

Those using SmartPSS to view their system and on a computer that is used by multiple people

should disable auto-login. This adds a layer of security to prevent users without the appropriate

credentials from accessing the system.

5. Use a Different Username and Password for SmartPSS

In the event that your social media, bank, email, etc. account is compromised, you would not

want someone collecting those passwords and trying them out on your video surveillance system.

Using a different username and password for your security system will make it more difficult for

someone to guess their way into your system.

6. UPnP

® UPnP will automatically try to forward ports in your router or modem. Normally this would be
a good thing. However, if your system automatically forwards the ports and you leave the
credentials defaulted, you may end up with unwanted visitors.

® |f you manually forwarded the HTTP and TCP ports in your router/modem, this feature
should be turned off regardless. Disabling UPnP is recommended when the function is not
used in real applications.

7. SNMP

Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily,

for tracing and testing purposes only.

8. Multicast
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Multicast is used to share video streams between two recorders. Currently there are no known
issues involving Multicast, but if you are not using this feature, deactivation can enhance your
network security.

9. Physically Lock down the Device

Ideally, you want to prevent any unauthorized physical access to your system. The best way to
achieve this is to install the recorder in a lockbox, locking server rack, or in a room that is behind
a lock and key.

10. Isolate NVR and IP Camera Network

The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the
same network the security system needs in order to function properly.



FCC Information

ACAUTION

e Changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

FCC conditions:

e  This device complies with part 15 of the FCC Rules. Operation is subject to the
following two conditions:
This device may not cause harmful interference.
This device must accept any interference received, including interference that may
cause undesired operation.

FCC compliance:

e This equipment has been tested and found to comply with the limits for a digital
device, pursuant to part 15 of the FCC Rules. This equipment generate, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the
guide, may cause harmful interference to radio communication.

For class A device, these limits are designed to provide reasonable protection against
harmful interference in a commercial environment. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user will be
required to correct the interference at his own expense.

For class B device, these limits are designed to provide reasonable protection against
harmful interference in a residential installation. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

o Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

e  Consult the dealer or an experienced radio/TV technician for help.



Foreword

General

Safety Instructions

This user’s manual (hereinafter referred to be "the Manual") introduces the functions
and operations of the XXX device (hereinafter referred to be "the Device").

The following categorized signal words with defined meaning might appear in the

Manual.

Signal Words

Meaning

ADANGER

Indicates a high potential hazard which, if not avoided, will
result in death or serious injury.

AWARNING

Indicates a medium or low potential hazard which, if not
avoided, could result in slight or moderate injury.

ACAUTION

unpredictable result.

Indicates a potential risk which, if not avoided, could result
in property damage, data loss, lower performance, or

C="TIPs Erz?é/ides methods to help you solve a problem or save you
[NoTE Provides additional information as the emphasis and

supplement to the text.

Revision History

No. Version Revision Content Release Time
1. Update instruction icon.
2. Optimize description of
Installation and Login.
1 V2.0.2 3. Optimize chapter of Access February 27, 2018
Control.
4. Add chapter of Attendance.
5. Add chapter of Alarm Host.
1. Add people density menu
introduction on the live
interface.
2. Add face acquisition function for
the chapter of face recognition.
2 V2.0.4 3. Add the function of flow January 30, 2019
statistics.
4. Revise the contents of event
config, add alarm event.
5. Add smart tracking (smart
capture system)

Privacy Protection Notice
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As the device user or data controller, you might collect personal data of others' such as
face, fingerprints, car plate number, Email address, phone number, GPS and so on. You
need to be in compliance with the local privacy protection laws and regulations to
protect the legitimate rights and interests of other people by implementing measures
include but not limited to: providing clear and visible identification to inform data subject
the existence of surveillance area and providing related contact.

About the Manual

The Manual is for reference only. If there is inconsistency between the Manual and
the actual product, the actual product shall prevail.

We are not liable for any loss caused by the operations that do not comply with the
Manual.

The Manual would be updated according to the latest laws and regulations of
related regions.

For detailed information, see the paper manual, CD-ROM, QR code or our official
website. If there is inconsistency between paper manual and the electronic version,
the electronic version shall prevail.

All the designs and software are subject to change without prior written notice. The
product updates might cause some differences between the actual product and the
Manual. Please contact the customer service for the latest program and
supplementary documentation.

There still might be deviation in technical data, functions and operations
description, or errors in print. If there is any doubt or dispute, please refer to our
final explanation.

Upgrade the reader software or try other mainstream reader software if the Guide
(in PDF format) cannot be opened.

All trademarks, registered trademarks and the company names in the Manual are
the properties of their respective owners.

Please visit our website, contact the supplier or customer service if there is any
problem occurred when using the device.

If there is any uncertainty or controversy, please refer to our final explanation.

About the Guide

The Guide is for reference only. If there is inconsistency between the Guide and the
actual product, the actual product shall prevail.

We are not liable for any loss caused by the operations that do not comply with the
Guide.

The Guide would be updated according to the latest laws and regulations of related
regions. For detailed information, see the paper manual, CD-ROM, QR code or our
official website. If there is inconsistency between paper manual and the electronic
version, the electronic version shall prevail.

All the designs and software are subject to change without prior written notice. The
product updates might cause some differences between the actual product and the
Guide. Please contact the customer service for the latest program and
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supplementary documentation.

There still might be deviation in technical data, functions and operations
description, or errors in print. If there is any doubt or dispute, please refer to our
final explanation.

Upgrade the reader software or try other mainstream reader software if the Guide
(in PDF format) cannot be opened.

All trademarks, registered trademarks and the company names in the Guide are the
properties of their respective owners.

Please visit our website, contact the supplier or customer service if there is any
problem occurred when using the device.

If there is any uncertainty or controversy, please refer to our final explanation.

Xiii


http://www.affordablelaundry.com/all-trademarks-and-registered-trademarks-are-the-property-of-their-respective-owners
http://www.affordablelaundry.com/all-trademarks-and-registered-trademarks-are-the-property-of-their-respective-owners

1. SmartPSS Overview

1.1 SmartPSS Overview

SmartPSS is an abbreviation for Smart Professional Surveillance System.

The software is to manage small quantity security surveillance devices. It releases with
the device and does not support the products from other manufacturers. It has the
following features:

® Software password reset.

View real-time video of several camera channels.

View the playback video files from various cameras.

Support multiple scheduled arms to realize auto PC guard.

Support e-map; you can clearly view and manage all device locations.

Video wall preview.

People count and heat map.

Search and export log.

Support config and management of A&C device.

Support config and management of intercom device.

Support config and management of time attendance.

Support config and management of alarm controller.

1.2 SmartPSS Interface

SmartPSS software interface includes 5 parts: function tab, system info, function list,
shortcut, and help. See Figure 1-1.
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Live View

Search
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Configuration

Figure 1-1



No

Name

Note

Function tab

In default status, it shows Device tab, New tab and . Click

, You can add new tab. If you open function in New tab, it

enters corresponding function interface, and meantime tab
name is updated to new function name.

Event

Eandm. Click icon to switch event alarm between mute
and sound.

H (Example only), click icon to enter Event interface.

User

Click E select lock screen.

Click E select switch user.

Click E select help manual.

Click E select about, to show software version and date.

Click E select user wizard to show new function and
features.

System
Management

Clickﬂ, enter system config interface. It supports base,
preview and playback, device manager and etc.

Click , show system CPU occupancy status and
memory. If CPU occupancy is high, the icon will become
red as warning.

Window

Click, minimize window.

Click [l maximize window.
Click = to restore window.

Click E exit.

System Time

Oe e o @

urrent system time.




Function List

Function list has operation area, search area and config area.

Live View

Connect to camera, to achieve live preview. It supports
local record, snapshot, audio on, talk, instant playback,
zoom in video, switch stream, config device parameter,
config intelligent channel and etc.

Access

Connect to access control device, support A&C monitoring,
e-map, video link, user management and etc.

Intercom

Connect to intercom device, support call, live preview,
remote unlock, send info and etc.

Video Wall

Video on wall.

Event

View, process and mark event.

Playback

Playback and export device record, device picture, local
record and local picture.

People Counting

View and export people count info within a certain period,
support contrast of different channels or people count info.
Heat Map

Search and export heat map within a certain period.

Log

Search and export client log and device log.

Devices

Search and add device, batch import or export device info,
modify and delete device info.

Device CFG

Configure camera, network, event, storage and system.
Event Config

Include channel event, alarm controller event, external
alarm and device event. You can set alarm notice, alarm
link video, alarm output and arm time.

Tour&Task

Config and manage tour plan.

PC-NVR

Connect to NVR, manage NCR disk and set record plan.
User

Add, modify and delete user and role, and manage role and
user right.

Chart 1-1




2. Login

The chapter introduces how to login SmartPSS. For first time login, you shall initialize
the device, set login password. If you forget the password, you can reset password via
password reset function.

2.1 Installing SmartPSS

Please make sure the package is unzipped before installation. Please contact
technical support if necessary.

Double click installer, such as “SmartPSS
ChnEng_Win32_IS_V2.002.0000005.0.R.180803.exe”. Install by default according to
the interface tips. The software name is only an example; please refer to the actual
name for details.

After installation is completed, the shortcut will be displayed on the desktop,

double click it to open client and then installation is successfully.
2.2 Initializing Device

After SmartPSS installation is complete, you login it for the first time. Please follow
system instructions to set admin login password and password security. This password
set here is used to login system. Password security requires answering security
questions to reset password.

Step 1

Initialization

1.Password Setting 2 Password Protection

@ Please set admin password at first installation !
word
word Strength

Confirm Passwaord

Auto Login after Registration

Cancel




Figure 2-1

Step 2
Set password. See Figure 2-2.

Initialization

1.Password Satting

@ Please set admin password at first installation!

Password LTI TEI YL Y L)
Password Strength
Confirm Password ssscsssssse

Auto Login after Registration

Figure 2-2
Parameter Note
Password Password can be 8~32 digits without space. It contains at least
two types of upper case, lower case, number and symbol (except
“l”, Mll’!, M;”’ “:!7’ Or “&”)-
Password It feedbacks password complexity. Red means password is not
Strength complex enough, and greens means password complexity is OK.

Please set password according to its strength.

Confirm Password | Match password set above.

Auto login after | Enable this option, so when registration complete, you will
registration automatically log in the system.

Chart 2-1

Step 3

Click Next. The interface of Password Protection is displayed. See Figure 2-3.




Initialization

1.Password Setting

@ Please set security questions!

Question 1 What is your favorite children’s book?
Answer

Question 2

Answer

Question 3 What is the name of

Answer

Figure 2-3

Step 4

Select questions and answer. In case you forget password, you may reset password
through these questions.

Step 5

Click Finish and save config.
2.3 Login SmartPSS

After device initialization complete, enter username and login password.
Step 1

Double clickEER2Ed. See Figure 2-4.
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™ Remember Password Auto Login

Login

Figure 2-4
Step 2
Set parameters. See Chart 2-2.
Parameter Note
H Enter username and password.
Remember Select it, system remember password and at next time of login,
password this password will be remembered.
Auto Login Select it, it auto remember password, and it will auto login at next
time.
Forget password When you forget password, you can answer security question to
reset password. See 2.4 Reset Password

Chart 2-2
Step 3
Click Login. The interface of device management is displayed. See Figure 2-5.
1]

If it is the first time login, the system will show wizard of user to introduce new function
and features.



SMART PSS Devices New +

(), Auto Search | Add 1 Delete 2 Import $* Backup
All Device

No. Name P/Domain Nam« | Device Type Device Model Port | annel Numl | inline Statu \ Operation

Figure 2-5

2.4 Reset Password

When you forget password, please answer security question to reset password.
Step 1

SmartPSS

. See Figure 2-6.
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Remember Password Auto Login

Figure 2-6
Step 2

CIick_. The interface of security question is displayed. See Figure 2-7.
Password Reset
@ Please answer these security questions!
Cluestion 1 What is your favorite children's book?
Answer
Cuestion 2 When is your father's birthday?

Answer

CQuestion 3 Where did you go the first time you flew on a plane?

Answer

Cancel

Figure 2-7
Step 3

Answer security question, click Next. See Figure 2-8.



Password Reset

@ Please reset admin password!

Password

Password Strength

Confirm Password

Figure 2-8
Step 4
Set password. For parameter details, see Chart 2-3.
Parameter Note
Password Password can be 8~32 digits without space. It contains at least
two types of upper case, lower case, number and symbol (except
“H!, “ll”, “;", “:H, or H&").
Password Feedback password strength. Red means weak password and
Strength green means secure password.

Confirm Password

Match password set above.

Step 5

Chart 2-3

Click OK and save config.
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3. Devices

SmartPSS supports to add a single device or batch device (i.e. IPC, NVR) via auto
search. You also can config and operate device.

3.1 Add Device

SmartPSS supports to add device via multiple methods, please select method to add
device according to device quantity, segment and etc.
3.1.1 Auto Search

You must add device as batch and make them in the same segment, or if you do not
know device IP, you can uses this method to add device when you only know device
segment.

Step 1

On the Devices interface, click Search.

Step 2

Set device segment and click Auto Search. See Figure 3-1.
LL]

® Click Refresh, to refresh searched device.

® Check device IP you want to modify, click Modify IP to change IP. See 3.3 Modify
IP

Auto Search

Device Segment: 10 .18 _116. 0 - 10 .18 .116.255 Search

{® Modify IP Search Device Number: 1

IP Device Type Mac
10.18.116.72 PC-NVR-V3.0 6C:3B:E5:15:06:85

Cancel

Figure 3-1
Step 3
Check device you want to add, click Add.
Step 4
Click OK. Login box pops up.
Step 5

11



Enter device username and password. Click OK. System shows device list added. See
Figure 3-2.

L]

After device is added, it stays at auto search page, you can continue to add device or
click Cancel to exit.

After device is added, SmartPSS auto logins device. Login is successful, then online
status changes to “online”, otherwise it is “offline”.

0 L o ®m — 0O X

SMART PSS Devices New + 106043

) Auto Search + Add T Delete 3 Import 3+ Backup evices: 3 Online Devices: 1

All Device
No. Name P/Domain Nam« | Device Type Device Model Port | annel Numl | inline Statu \ Operation
NIA 5050 MA@ Offiine pz4 [« Tr
/A @ Online /A & [ Tr

5050 N/A @ Offiine Vzd [& Tir

Figure 3-2

Icon Note

Click this icon, enter Modify Device interface, you can modify
device info, including device name, IP/domain, port, username

and password.

You can double click device to enter Modify Device interface.

@ Click this icon, enter Device Config interface, you can set its
camera, network, event, storage and system info.
and e Device in login status, icon is. Click this icon to exit device,
it changes to.

e Deuvice is offline, icon is. Click this icon, login device (with
correct device info), icon changes to.

Ty Click this icon to delete device.

When you select to show device code, this icon will be shown.
Click this icon to custom device code for future keyboard pairing.

Chart 3-1
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3.1.2 Manually Add

When you add a single device, and support device IP and domain name, we
recommend you to manually add device.

Step 1

In Devices interface, click Add, see Figure 3-3.

Manual Add

Device Mame:

Method to add:  IP/Domain

IP/Domain Mame:

Puart:

Group Mame:  Default Group

User Name:

Password:

Save and Continue

Cancel

Figure 3-3
Step 2
Set device parameter, see the following chart.
Item Function
Device name | Please input a device name here.
Method to :
add By IP/domain and SN.
Device IP address or domain name.
IP/Domain .
Note:
name
You can add device of IPV6 address.
Device SN.
SN Note:
For P2P device only.
Device IP port.
Port )
Itis 37777 by default.
Group Name | You can choose one group.

13



Item Function
User name The user name you login the device.
Password The password you login the device.
Chart 3-2
Step 3

Click Add, complete adding of device.

u

® If you continue to add device, then click Save and Continue to add device and
save the manually added device.

® |f you cancel adding, then click Cancel to exit.

® After device is added, SmartPSS auto logins the device. When it successfully logs
in, the device status becomes “online”, otherwise it is “offline”.

3.1.3 Batch Import and Add Device

If devices you want to add are not under the same segment, you can prepare device
info file (.xml format) and import it into device. If you have management device on
www.dahuap2p.com, then you can add device under your account by importing.

u

If you need a template of device info, you can export it in Device interface.

Step 1

In Devices interface, click Import. See Figure 3-4.

Step 2

According to actual condition, select import method.

Device Import

Local Framm sydip.com

Local Path

Impoart

Figure 3-4

® Select Local tab to select device info locally.

Cancel

® Select From www.dahuap2p.com, enter username and password.

14
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Step 3
Click Import. When successfully imported device, system shows a message, click OK.

u

After device is added, SmartPSS auto logins the device. When it successfully logs in,
the device status becomes “online”, otherwise it is “offline”.

3.2 Modify Device Info

Add device info (username, password, IP/domain) which is wrong or shall be updated,
you can change info here.

1]
This chapter introduces how to change device info, please refer to 10 Device Config
Step 1

In Device interface, click next to device you want to modify, or double click device.

See Figure 3-5.

Modify Device

Device Name: 10.18.116.42
Method to add:
IP/Domain Mame: 10.18.116.42
Port:
Group Mame:
User Mame: admin

Password:

Cancel

Figure 3-5

Step 2

Change device info, refer to Chart 3-2.
Step 3

Click Save.

3.3 Modify IP Address

Step 1
In Devices interface, click Auto Search.
Step 2
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Set device segment and click Search. See Figure 3-6.

Auto Search

Device Segment: 10 .18 _116. 0 - 10 .18 .116.255 Search

(¥ Refresh {® Modify IP Search Device Number:

MNo. IP Device Type Port

Cancel

Figure 3-6
Step 3
Check device you want to modify IP, click Modify IP. System 